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Abstract

as the objects in the network are unsupervised.

Face Recognition.

Internet of Things or 10T in short, is the idea of making devices and objects smarter by linking them
to the internet. When we talk about linking, there comes wireless communication between sensors,
actuators and various equipments those are nothing but “Things”. The focus of this study is to review
loT, its applications, the some causes of attacks associated to internet of things, design for security
and research on internet of things in future possible solutions as well scalability of loT. Security issues
which start from application environments where security concerns are important, connecting
technology used for hardware devices and software as well as inbuilt security issues, manageability
after increasing the network size related issues as in loT large number of nodes(sensing ability)
connected to the internet. The massive amount of data is provided by these sensors. This data is to be
processed and utilized after interpretation. For reliable operation this massive network is made secure
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Introduction

The (IoT) internet of things is a novel model which
has rapidly spread in the scenario of the emerging
modern wireless communication. [oT represents a
target and vision to extend the internet induced in
entities which hold together all over, everyday Things
as seen in [1]. The loT comprises physical objects
connected through web to act smart. These physical
things can be anything such as TV remote controller,
furniture, car and any device. The technology plays
vital role to connect these physical world objects.
This study is given by McKinsey global institute
which also focuses on how loT is diffused with
interactive of human environment and that will be
near future research agenda.

In study [2] authors have specified that main role is
played by theses smart objects. Whereas the
information and other communication technologies,
embedded technologies would have potential to
revolutionize the uses of this objects. Utility of things
and objects. There [3] are sensors in the loT network
which senses information and sends data to other
nodes in the network. This transmission to be done
once the data is processed. To process the data each
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sensor should able to find and differentiate the data
so that it can communicate to other objects with
reference to the context .Each sensor node upgrade
itself digitally for improving physical functionality as
the digitally upgraded objects are added into the
network . There are various domains where this
application can be applicable and based on the
functionality the connectivity of network of these
physical objects is established and they are
monitored remotely for gathering information from
anytime to analyze the data as cloud smart device.
loT revolves around the interconnection capabilities
among things, objects and people. It's a
heterogeneous network environment and is enabled
different communication and connection platforms
and technologies are available based on the usage
and architecture of loT network e.g. WSN, RFID and
wireless net connection..There are set of rules i.e.
protocols defined for communication. Since loT is
heterogeneous collection of hardware and software
devices and communication medium there is always
security related issues are concerned while
implementation. In [18] such security threats and
measures are discussed including man in the middle
attack, denial of service attack and replay Once the
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deployment of network is done these security
measures to be considered at the application level.
The future of this technology [17] in terms of
gadgets is having good extensions. The identification
and tracking of these gadgets will be another threat
in near future.

Big data is defined by authors in [16] as it's a
collection of massive data gathered in variety of
formats which is to be preprocessed before making
decisions and optimization of process. Also data
comes with high speed as the sources could be
varying. Now in loT there are RFID tags as well as
sensors that are used to handle such massive data
and its integration.

As we can find various definitions of the
Internet of it are generally accepted as defined by
the RFID group and there are standard protocols
which addresses the connected objects and things in
the network. [19].

Forecasts for the number of connected
devices on the Internet of Things for the year 2020
vary considerably, from 26 billion (Gartner) [17], to 30
billion (ABI Research) [1], to 50 billion (Cisco) [5], to
75 billion (Morgan Stanley) [4]. Regardless of which
prediction is closest to reality, the definition of loT
determines collection and connection of smart
objects and there is a transmission of data between
objects. The data collected by the sources in the
network must be processed as it is not segregated in
the required format because it is again categorized
into the level in which the particular application is
utilized such as industry, organization, society level
or it is used by individually.

The location must be detected and tracked
for moving objects which is mobile in nature for its
environment and for the object which is stable, which
should monitor its environment changes accordingly.
On the other hand, stationary objects with sensor
and control capabilities that are connected to the
Internet of Things can monitor the surrounding
environment, report conditions, alter its state
depending upon predefined parameters, alter the
state of connected things, and make changes to its
surrounding environment. 75 billion objects with
such functionality create tremendous opportunities
for operational and strategic benefits for
organizations that know how to take advantage of
the technology. The effective management of this
level of automation requires the collection,
combination and analysis of massive collection of
data which is unprocessed. The information in the
loT could be gathered from sensing node. The data
can be a image, video or may be social media feeds.

The information taken from satellites and location
traced by GPS. This study paper organized as section
I Introduction, section Il application section Il key
technologies of loT section IV Types of Attacks on
loT section V conclusion.

APPLICATIONS

The authors have categorized IoT based application
depending on the usage such as whether it is
applicable at mobile communication enterprise or for
smart business. Also other applications could be as
at smart home, in healthcare and other utilities. This
can be categorized at smart building automation
level. Hence there are total six levels of categories
.Smart objects in smart home are communicated
through house electricity which is powered by data
usage of loT devices. These smart objects are
connected to things and they are used for saving
energy of home utilities. Considering other levels of
application these objects and things may vary such
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Figure 1.Application in loT [68]

as data center and cloud is used. The physical world
and virtual world is connected through such versatile
and unique technologies which embedded together
for making things and objects smart. These objects
and things how they communicated and what
technologies are to fill the gap are briefed as:
Communication, Addressability, Identification
objects, Sensing, Localization  objects:  For
communication between objects in the loT network
different technologies can be utilized such as Wi-Fi,
wsn e.g. GSM, Zigbee and specifically are the
communication medium in loT framework. Uniquely
identification of objects can be done with the various
technologies e.g. EPCRFID  which has electronic
barcodes and these objects can be addressed by
ONS(Object-Name-Service).This  identification s
cross verified with data collected by sensors and
again sent it back to server. For capturing location of
objects GPS data can be taken.

KEY TECHNOLOGY OF loT

The definition of 1oT comprises "things” and those
things can be very small objects. That could be
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"anything connected”. Here the study specifies some
of the technologies which are behind loT building
blocks. One of them is RFID tags (radio frequency
identification).There is various scenarios are available
which supports loT concept. One scenario is EPC and
it uses RFID technology for data transfer between
authorized entities.

Figure2: The architecture of EPC network [68]
B. RFID Technology:

RFID is the technology which is basically meant for
communication of wireless devices. It identifies the
objects location. It has electronic barcode. Radio
signals are used to find the objects. These objects are
processing data after gathering information. RFID
consists of the components such as sender,
reciver.Here they are called as tags and tag reader.
The communicating medium radio waves which are
transmitted thought antennas and software installed
on local server which manages data processing
provides storage.

RFIDTAG
RFID Reader -

4 -0)/=

Figure 3: RFID Reader block diagram [68]

As discussed in one of paper, Radio waves are
communication medium for sender and receiver of
data [17].Radio signals between tag reader and tag
are transmitted by antenna. Tags are the sender data
and tag reader is the information received at
destination. Based on the power supply these tags
are divided into passive tags, active tag and semi
active tags. The software manages all processing of
data which is installed on local server and also
permits data exchange with tag reader if needed. To
handle massive data gathered by tag reader is
handled by using RFID technology

TYPES OF ATTACKS ON IOT

As discussed in paper [69] there are three types of
attacks:

A. Application based

There are various sensor technologies are available
which processes massive quantity of data collected
by them, making the application platform complex
while feeding the data at backend storage timely.

B. Connection based

In the environment of IoT, objects are connected to
loT sensors for data transmission which changes the
natural attributes of objects for the data
transmission.

As we all know that IoT is the connection of
smart objects through communication medium.
Hence the communication medium i.e. internet and
the connected devices both are not trustworthy and
whole network can be breeched. And more over the
recent technologies such as cloud computing and
other storage platforms are having their own security
threats while it comes to protecting data [7].

The scalability can be increased of the loT
network by deploying the devices and connecting
them through web but that should be secure
throughout the network i.e. end to end .This causes
hybrid attacks as the network is made up of hybrid
communication medium and hybrid devices.

The domain in which loT is developed and
how it is raising in the particular platform, based on
that security issues are invoked and those are
challenges in this filed.

4.1A framework to examine the adoption, Usage
and impact of the Internet of Things [70]

Based on the usage of |oT at different environments
the framework is prepared. Such as at industry levels
how this works, at individual level how it works and
its effectiveness at organizational and society level is
verified and same is shown in below fig.

Society ! !

Industry

Issues on Adoption, Usage and Impact —

Organization
Individual

- Internet '_ )

Internet % A
of Things B E‘
nstantiation o
Thines Network Internet
B of Things of Things

Fig. [68] Adoption, usage and impact framework:
instances vs level of analysis [70]
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The authors have made literature review to validate
the framework by categorizing research done to date
that has examined the non-technical behavioral,
organizational, and business issues related to the loT.
The study gives wide range of ways for future
enhancement in loT for different levels using recent
trends in technologies such as big data analytics

As study focuses on concept of lot, introduction, the
technologies behind it and security issues in loT .Also
highlights on research questions while adopting this
technology based on the level it used. The level
could be individual level, industry level or it could at
social level. Authors have specified questioner at
each level. Such as what type of privacy measures
taken in the loT based world and security issues are
opened by IoT. Researchers need to find how the loT
using big data analytics will change the relationship
between key stakeholders across the organization.

CONCLUSION

In this survey paper gives idea on basic concept of
internet of things. The key technologies behind loT
architecture .The study highlighted on a framework
based on the idea behind the IoT. 10T is evolved from
observing “Things” surround us and forming
“Networks of Things” and ultimately developed an
“Internet of Things”. The study tells about the
framework that the assumption, usage and effect of
these three terms of the Internet of Things can be
seen from the individual, organizational, society
levels and industry.

The authors have suggested a set of methodologies
pertaining a number of ways available for doing
research in field of loT with the help of trending
technologies such as big data analytics considering 4
levels based on usage of loT as: organization,
individual, society levels and industry. Also it focuses
key components required for implementation of loT.
As loT is defining as network of Things, it urges a
framework which should be authorized and versatile
which handle verticality, pervasive and preserves the
culture of the loT [12].

The study focuses on how in daily life loT playing
major role. loT is capable for developing smart
objects through communication process and these
objects are used to build “anytime, anywhere, and
anything“concept with the small, smart things.
Authors have shown the IoT has the potential to feel
the gap between physical world and virtual.
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